








Protection against Cyberattacks

More IT-Security in Port Terminals

The digitalization of port logistics processes in
the Industry 4.0 environment is establishing
the basis for developing greater capabilities
to boost efficiency. They also harbor secu-
rity risks, though, which not only can have
economic impacts but also can affect process
stability and IT security against cyberattacks.
Moreover, there are no system security stan-
dards for port automation projects.

The AUTOSEC project aims to increase IT
security in ports and supply chains and to
defend IT systems and cyber-physical systems
from cyberattacks preventively. In collabora-
tion with the port operators EUROGATE and
Magdeburg Port and METOP GmbH, Fraun-
hofer IFF developed a novel scalable method
set and process model for the design and

implementation of automation projects in
ports and their validation from August 2017 to
December 2020. Prototypes of the approaches
developed were evaluated at the ports of the
operators involved in the project, successfully
demonstrating their function and applicability.



Stable Energy Supply in
Future Grids

Smart Control System for Integrated Energy Systems

More electric transportation or more injection plants? The way
we produce and consume electricity is changing rapidly. This
is increasing the demands on our electricity grids. Fraunhofer
IFF will develop a smart control system for integrated energy
systems together with Siemens AG by 2022. It is intended

to help electric infrastructures interact optimally with other
infrastructure sectors. The idea behind this envisions different
infrastructures, e.g., for heat, water, transportation or power,
serving as mutually supportive backup storage and load
balancing elements in a future demand-responsive grid. This
will enable infrastructure operators, such as public utilities, to
ensure their system’s stability in the future. This will make it
possible to postpone or even avoid potentially necessary grid
upgrades in part.

Fraunhofer IFF researchers will be developing the requisite
technologies in three stages. The first stage will focus on
integrating charging infrastructure and electricity grid oper-
ation for electric transportation. Depending on the situation,
this will enable reducing the load of charging, thus permitting
a maximum charge rate by means of smart control without any
risk of overloading the existing infrastructure. Simple user interfaces and control elements, which facilitate
simplified operation and situational awareness will be created
in the second stage. The research scientists intend to integrate
other sectors and extend this integration to the electricity, heat
and water supply in the third stage, which will conclude by the
time the project ends.

e information and



https://www.iff.fraunhofer.de/de/geschaeftsbereiche/energiesysteme-infrastrukturen/ecar-integration.html
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Mobile Medical Emergency Centers for Global Use

Mobile distributed systems that provide medi-
cal care to the public can be a crucial addition
to the existing healthcare infrastructure in the
event of crises and catastrophes, such as the
current coronavirus pandemic. Six Fraunhofer
Institutes under the lead management of
Fraunhofer IFF in Magdeburg are developing a
modular system for mobile distributed medical
care in the Demo-medVer project. All of the
complete system’s components are modular-
ized, interconnected, and complementary. A
functional prototype is intended to be built by
the end of 2021.

The research scientists have opted for a stan-
dardized modular system so that centers can
be set up and dismantled quickly and flexibly.
They can be custom built for the country of
operation, the reason for their use and the
emergency response organization (THW, fire
department, emergency medical services,
Doctors Without Borders, universal health-
care), and the infrastructure on hand.

Along with coordinating the project, Fraun-
hofer IFF is working on the complete design
and the product design. The most important
subtasks include development of a self-suffi-

cient power and heat supply, primarily covered

by renewables and using current technologies,
such as electrolyzers and fuel cells. The team
will be employing power-to-X technologies
(P2X) for this and is developing a modular
P2X systems container. An electrolyzer will
produce oxygen and hydrogen. Fuel cells will
subsequently convert the hydrogen into elec-
tricity. The oxygen produced and the waste
heat from electrolyzers and fuel cells will also
be available to emergency centers.

re information and



https://www.iff.fraunhofer.de/de/geschaeftsbereiche/energiesysteme-infrastrukturen/demo-medver.html

Digital Twins of Manufacturing

Facilities

ore information and
ontacts

Industry, including chemical plant construction
and process manufacturing, is gaining a major
edge with the digitalization and integration

of digital twins of manufacturing facilities.
Fraunhofer IFF is helping PCK Raffiniere GmbH
build a digital twin of its manufacturing facility
in Schwedt. The digital twin creates new value
added for design, operation and training,

thus facilitating the facility’s viable future
development.

A detailed digital model of the entire 20 km?
facility, including infrastructures and build-
ing and local companies and their services,
was created for PCK Raffiniere GmbH and
converted into a virtually interactive 3D facility
information system, which can be used to
present the facility and support construction
project planning.

What is more, the digital twin has various
connections to other systems and to the real
equipment. Process simulations can be con-
nected in offline or online mode, for instance.
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Basic and advanced training profits from the
related digital detailed images and interactive
function model of equipment. The online con-
nection is used to integrate real equipment’s
sensor values in the digital model. The digital
twin thus delivers a current real image of the
real equipment. The status data can addition-
ally be used for data analyses or to initiate
communication processes for specific services.



https://www.iff.fraunhofer.de/de/geschaeftsbereiche/energiesysteme-infrastrukturen/digitaler-zwilling.html
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Topping out Ceremo-
ny for the Institute’s
Elbfabrik Addition

September 4, 2020

Fraunhofer IFF is building a new research factory
at its second facility in Magdeburg ‘s Port of Sci-
ence. A modern building for industrial research
will have been built there by 2022 for €18.5 mil-
lion, the European Union providing half of the
funds and the state of Saxony-Anhalt and the
federal government each providing one quarter.
The institute celebrated the new building’s top-
ping out on September 4, 2020 with its guests
and in the presence of Saxony-Anhalt Minister
of Economic Affairs, Science and Digitalization
Armin Willingmann (r.) , Magdeburg Mayor Lutz
Trumper (m.) and Director of Research Strategy
and Policy at the Fraunhofer-Gesellschaft Mathi-
as Rauch.

The future Elbfabrik research factory is an
addition to Fraunhofer IFF’s Virtual Develop-
ment and Training Center VDTC in Magdeburg'’s
Port of Science and will be home to several of
the institute’s new research specializations. An
integrated research and demonstration factory,
which replicates the entire production cycle
from digital development to manufacture and
maintenance up through smart, sustainable
energy management, is being built on 4,500 m2.







Advisory Board

Fraunhofer IFF's Advisory Board supports institute management

in an advisory capacity and facilitating the institute’s contacts with
organizations, institutions and industry. Its members are representatives
of academia, research, business and government.

Advisory Board Chair is Johannes Krafczyk.

Dirk Bartens
CEOQ, SBSK GmbH & Co.KG Daten- und
Informationssysteme

Dr. Bernd Bessling
Senior Vice President, GET Technical Expertise, BASF SE

Dr. Tilo Bobel
Senior Director Retail Operations, CYBEX GmbH

Dr. Christof Giinther
CEO, InfraLeuna GmbH
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Prof. Klaus G. Hoehn

Abdirahman lkar
Director, Global Logistics FP&C

Johannes Krafczyk
Advisory Board Chair, Senior Engagement Manager,
T-Systems International GmbH, IT Division

Annett Juhnke
Manager, HR Management, Avacon AG




Dr. Jochen Kéckler
Chairman of the Managing Board, Deutsche Messe AG

Prof. Anne Lequy
President, Magdeburg-Stendal University of Applied Sciences

Dr. Bernd Liepert
CEO, more_about_robots GmbH

Dr. Georg Mecke
Vice President, Airbus Operations GmbH, Site Management
Hamburg & External

Klaus Miiller
Advisory Board ViceChair,
CEO, KM Consulting GmbH
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Klaus Olbricht
President, Industrie- und Handelskammer Magdeburg

Prof. Jens Strackeljan
President, Otto von Guericke University Magdeburg

Dr. Jiirgen Ude
State Secretary, Saxony-Anhalt Ministry of Economic Affairs,
Science and Digitalization

Tom Wiinsche

Referent, Federal Ministry of Education and Research

Clemens Zielonka
Managing Director, Eureka Association AISBL
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The Institute in Numbers

Budget and Revenue*

Fraunhofer IFF's total budgetary expenditures
in the year 2020 were € 19.1 million. Budget-
ed capital expenditures totaled € 0.5 million.
Total revenues were € 19.7 million. Business
revenue accounted for € 4.4 million of that.
€ 9.4 million came from the public sector and
other funding. € 5.9 million was institutional
funding.

Human Resource Development

Fraunhofer IFF employed 185 full-time employ-
ees as of December 31, 2020. The majority

of our research scientists have a degree in an
engineering discipline. We have had the good
fortune to be able to enlarge our percentage
of employees in the field of computer science
and information technology despite industry’s
strong demand for such qualified profession-
als. Staff with degrees in human sciences,
economics, mathematics, physics and business
work at the institute as well. They all work
together in interdisciplinary research teams
and administrative services.

Education and Training

One hundred two student assistants and
nineteen interns additionally supported our
research work. We are also pleased to have
supervised three professional apprentices.

Forty-nine of Fraunhofer IFF's employees
worked as instructors and adjunct instruc-
tors at universities and universities of applied
science. We advised ninety-two master’s and
Diplom theses and six successfully completed
dissertations. Furthermore, the institute’s
research scientists published 125 articles and
publications in 2020.

*All amounts are rounded



Fraunhofer IFF's total revenue in 2020*

€ 4.4 million
€ 5.9 million

€ 19.7 million

Business revenue
® Institutional funding
B Public sector funding

€ 9.4 million

Employees at Fraunhofer IFF in 2020: 185
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3%

9%
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Engineering

Human sciences
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Natural sciences
m Other

28%

m Information technology (ICT)



The Fraunhofer-Gesellschaft based in Ger-
many is the world’s leading applied research
organization. Prioritizing key technologies
relevant to the future and commercializing its
findings in business and industry, it plays a key
role in the innovation process. It is a trailblazer
and trendsetter in innovative developments
and scientific excellence. The Fraunhofer-
Gesellschaft supports research and industry
with inspiring ideas and sustainable scientific
and technological solutions and is helping
shape our society and our future.

The Fraunhofer-Gesellschaft’s interdisciplinary
research teams turn original ideas into innova-
tions together with contracting industry and
public sector partners, coordinate and com-
plete essential key research policy projects and
strengthen the German and European econ-
omy with ethical value creation. International
collaborative partnerships with outstanding
research partners and businesses all over the
world provide for direct dialogue with the
most prominent scientific communities and
most dominant economic regions.

Founded in 1949, the organization currently
operates seventy-five institutes and research
units in Germany. Around 29 000 employees,
predominantly scientists and engineers, work
with an annual research budget of € 2.8 bil-
lion. Fraunhofer generates € 2.4 billion of this
from contract research, industry contracts and
publicly funded research projects accounting
for around two thirds of that. The federal and
state governments contribute around another
third as base funding, enabling institutes to
develop solutions now to problems that will
become crucial to the economy and society in
the near future.

The Fraunhofer-Gesellschaft

The impact of applied research goes far
beyond its direct benefits to clients: Fraun-
hofer Institutes enhance businesses’ perfor-
mance, improve social acceptance of advanced
technology and educate and train the urgently
needed next generation of research scientists
and engineers.

Since highly motivated employees up on
cutting-edge research constitute the most
important success factor for us as a research
organization, Fraunhofer provides opportuni-
ties for independent, creative and, simultane-
ously, goal-driven work and thus for profes-
sional and personal development, qualifying
individuals for challenging positions at our
institutes, at higher education institutions, in
industry and in society. Practical training and
early contacts with clients opens outstanding
opportunities for students to find jobs and
experience growth in business and industry.

The prestigious nonprofit Fraunhofer-
Gesellschaft’s namesake is Munich scholar
Joseph von Fraunhofer (1787-1826).

He enjoyed equal success as a researcher,
inventor and businessman.

Figures as of January 2021


https://www.fraunhofer.de
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